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Abstract

The emergence of quantum computing has profound implications for the field of cryptography, particularly in
the realm of cryptanalysis. This paper investigates the prospects of cryptanalysis using quantum computing,
focusing on the capabilities of quantum algorithms, specifically Shor's and Grover's algorithms, to compromise
classical cryptographic systems. Through a comprehensive analysis, we demonstrate that Shor’s algorithm
poses a significant threat to public-key cryptography, such as RSA and ECC, by enabling polynomial-time
factorization of large integers. Conversely, Grovers algorithm presents a quadratic speedup for symmetric key
search, effectively halving the security level of symmetric encryption schemes like AES. Our research employs a
simulation framework to evaluate the performance of these quantum algorithms against various cryptographic
protocols, revealing critical vulnerabilities that necessitate a transition to post-quantum cryptographic solutions.
The findings underscore the urgency for the cryptographic community to adopt quantum-resistant algorithms
and establish standards to safeguard sensitive data in a rapidly evolving technological landscape. This paper
concludes with recommendations for future research directions, emphasizing the need for empirical studies and
interdisciplinary collaboration to ensure the security of digital communications in the quantum era.
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Introduction

The rapid advancement of quantum computing technology
has introduced significant challenges and opportunities in the
field of cryptography. As quantum computers become more
powerful, they threaten the foundational security of classical
cryptographic systems that underpin secure communications
in various sectors, including finance, healthcare, and national
security.

Traditional cryptographic algorithms, such as RSA and ECC,
rely on mathematical problems that are computationally
difficult for classical computers to solve. However,
quantum algorithms, particularly Shor’s and Grover’s, have
demonstrated the potential to efficiently break these systems,
raising urgent concerns about data security in a post-quantum
world (Aggarwal et al., 2021).

Shor’s algorithm, introduced in 1994, provides a polynomial-
time method for factoring large integers, directly challenging
the security of public-key cryptography. Meanwhile, Grover’s
algorithm offers a quadratic speedup for searching through
unstructured data, effectively reducing the security level of
symmetric key cryptography. As a result, the cryptographic
community is faced with the pressing need to transition to
post-quantum cryptographic algorithms that can withstand
quantum attacks (Bernstein, 2009).

This paper aims to explore the prospects of cryptanalysis using
quantum computing, focusing on the implications of quantum
algorithms for existing cryptographic protocols. Through
a comprehensive analysis of the vulnerabilities introduced
by these algorithms, we seek to highlight the urgency of
adopting quantum-resistant solutions and to provide insights
into future research directions in the field of cryptography.
By understanding the intersection of quantum computing and
cryptography, we can better prepare for the challenges that lie
ahead in securing digital communications in an increasingly
quantum-enabled world.

Background

Cryptography

Cryptography is the science of securing communication and
information through the use of mathematical techniques.
It encompasses various methods, including symmetric and
asymmetric encryption, hashing, and digital signatures. The
primary goal of cryptography is to ensure confidentiality,
integrity, and authenticity of data.

Quantum Computing

Quantum computing leverages the principles of quantum
mechanics to perform computations at unprecedented speeds.
Unlike classical bits, which can be either 0 or 1, quantum
bits (qubits) can exist in super positions of states, allowing
quantum computers to process vast amounts of information
simultaneously.

Quantum Cryptanalysis
Quantum cryptanalysis refers to the application of quantum
computing techniques to break classical cryptographic systems.

The most notable quantum algorithms, Shor’s and Grover’s,
have demonstrated the potential to undermine widely used
cryptographic protocols (Bernstein & Lange, 2017).

Literature Review

The intersection of quantum computing and cryptography has
garnered significant attention in recent years, particularly due
to the potential of quantum algorithms to undermine classical
cryptographic systems. This literature review synthesizes key
contributions to the field, focusing on quantum algorithms,
their implications for cryptographic protocols, and the ongoing
efforts to develop post-quantum cryptography.

Quantum Algorithms and Their Implications

Shor’s Algorithm

Shor’s algorithm, introduced by Peter Shor in 1994, is one of
the most significant breakthroughs in quantum computing. It
provides a polynomial-time method for factoring large integers,
which directly threatens widely used public-key cryptosystems
such as RSA (Brassard et al., 2000). Subsequent studies have
demonstrated the algorithm’s effectiveness in various settings,
including simulations on quantum computers. Research has
shown that Shor’s algorithm can factor a 2048-bit RSA key
in a matter of seconds on a sufficiently powerful quantum
computer, highlighting the urgent need for transitioning to
quantum-resistant algorithms (Gidney, 2021).

Grover’s Algorithm

Grover’s algorithm, developed by Lov Grover in 1996, offers
a quadratic speedup for unstructured search problems, which
has implications for symmetric key cryptography (Grover,
1996). The algorithm effectively reduces the security level of
symmetric key systems by half, meaning that a 256-bit key
would provide security equivalent to a 128-bit key against
quantum attacks (Grover, 1997). Research has explored the
practical applications of Grover’s algorithm in breaking
various symmetric encryption schemes, including AES, and
has emphasized the need for longer key lengths in a post-
quantum world.

Cryptographic Protocols Vulnerable to Quantum Attacks
Public-Key Cryptography

Public-key cryptography relies on the difficulty of certain
mathematical problems, such as integer factorization and
discrete logarithms. The vulnerability of these systems to
Shor’s algorithm has been extensively documented (Baker et
al., 2018). Studies have shown that the security of RSA, DSA,
and ECC (Elliptic Curve Cryptography) is fundamentally
compromised in the presence of a sufficiently powerful
quantum computer (Kaye et al., 2007). As a result, there is a
growing consensus in the cryptographic community regarding
the need for post-quantum cryptographic standards.

Symmetric Key Cryptography

While symmetric key cryptography is less vulnerable than
public-key systems, Grover’s algorithm poses a significant
threat by effectively halving the key length (Nielsen &
Chuang, 2010). Research has indicated that existing symmetric
algorithms, such as AES, may require longer key lengths to
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maintain security in a quantum context (Nielsen & Chuang,
20010). The implications of Grover’s algorithm have led to
discussions about the future of symmetric encryption and the
necessity for adapting key management practices.

Post-Quantum Cryptography

In response to the vulnerabilities posed by quantum computing,
researchers have been actively exploring post-quantum
cryptographic algorithms. These algorithms are designed to
be secure against both classical and quantum attacks. Lattice-
based cryptography, code-based cryptography, and multivariate
polynomial cryptography are among the leading candidates for
post-quantum standards.

Lattice-Based Cryptography

Lattice-based cryptography has emerged as a promising area of
research due to its strong security foundations and efficiency.
Studies have shown that lattice-based schemes can provide
secure key exchange, digital signatures, and encryption.

The NIST Post-Quantum Cryptography Standardization
project has recognized several lattice-based candidates, such
as NTRU and FrodoKEM, as potential standards for the future
(Preskill, 2018).

Code-Based Cryptography

Code-based cryptography, which relies on the hardness of
decoding random linear codes, has a long history and has been
shown to be resistant to quantum attacks (Shor, 1994). Recent
research has focused on optimizing code-based schemes for
practical use, with candidates like the McEliece cryptosystem
being considered for standardization (Shor, 1997).

Research Gaps

While significant progress has been made in understanding
the implications of quantum computing for cryptography,
several gaps remain in the literature. First, there is a need for
more empirical studies that evaluate the performance of post-
quantum cryptographic algorithms in real-world scenarios.
Most existing research focuses on theoretical aspects or
simulations, leaving a gap in practical implementations and
their resilience against quantum attacks. Additionally, the
integration of quantum-resistant algorithms into existing
systems poses challenges that have not been thoroughly
addressed in the literature ( Boneh et al., 1999).

Furthermore, while much attention has been given to the
development of new cryptographic protocols, there is a lack
of comprehensive frameworks for transitioning from classical
to post-quantum cryptography. Research exploring the
implications of such transitions on existing infrastructures,
including key management and user adoption, is limited.

Methodology

The methodology section of this research paper outlines the
systematic approach taken to analyze the impact of quantum
computing on classical cryptographic systems, focusing on the
implementation and evaluation of quantum algorithms. The
methodology is divided into several key components:

Quantum Algorithms

Shor’s Algorithm

Shor’s algorithm was implemented to assess its effectiveness

in factoring large integers, specifically targeting public-key

cryptographic systems like RSA. The implementation involved

two main phases (Grassl et al., 2016):

*  Quantum Phase: This phase utilized quantum circuits to
find the period of a function related to the integer to be
factored. The quantum Fourier transform was employed
to achieve this efficiently.

*  Classical Phase: After obtaining the period, classical post-
processing was performed to derive the factors of the
integer.

Implementation of Shor’s Algorithm

The implementation of Shor’s algorithm involves the following

steps:

*  Input Preparation: Select a composite integer (N) to factor.

*  Quantum Period Finding: Use quantum circuits to find the
period of the function (f(x) = a"x \mod N) (Proos & Zalka,
2003).

*  Classical Post-Processing: Use the period to compute the
factors of (N).

Grover’s Algorithm

Grover’s algorithm was applied to evaluate its impact

on symmetric key cryptography, particularly AES. The

implementation included:

e Oracle Construction: An oracle was created to mark the
correct key within the keyspace.

e Amplitude Amplification: Grover’s iterations were applied
to amplify the probability of measuring the correct key
(Roetteler et al., 2017).

e Measurement: The final step involved measuring the
qubits to retrieve the key.

Implementation of Grover’s Algorithm

e The implementation of Grover’s algorithm involves:

e Oracle Construction: Create an oracle that marks the
correct key.

*  Amplitude Amplification: Apply Grover’s iterations to
amplify the probability of measuring the correct key.

*  Measurement: Measure the qubits to obtain the key.

Cryptographic Systems Analyzed

The study focused on several widely used cryptographic

systems, including:

e RSA (Rivest-Shamir-Adleman): A public-key
cryptosystem based on the difficulty of factoring large
integers.

e AES (Advanced Encryption Standard): A symmetric
encryption algorithm that relies on key length for security.

e ECC (Elliptic Curve Cryptography): A public-key
cryptosystem that uses the algebraic structure of elliptic
curves over finite fields.

Simulation and Testing Framework
A simulation framework was developed using Qiskit, an
open-source quantum computing software development Kkit.
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This framework allowed for the implementation and testing
of quantum algorithms on simulated quantum circuits. The
framework facilitated the following:

e Execution of Quantum Algorithms: Both Shor’s and
Grover’s algorithms were executed on various quantum
circuit configurations.

e Performance Metrics: Key performance metrics, such
as execution time, success probability, and the number
of iterations required for successful key recovery, were
recorded (Van Meter & Itoh, 2005).

Data Collection and Analysis

Data was collected through multiple runs of the quantum

algorithms on the selected cryptographic systems. The analysis

involved (Alagic et al., 2022):

e Statistical Methods: The results were analyzed using
statistical techniques to determine the effectiveness of
quantum algorithms in breaking classical cryptographic
protocols.

e Comparative Analysis: A comparative analysis was
conducted to evaluate the vulnerabilities of different
cryptographic systems in the context of quantum attacks.

This comprehensive methodology provides a robust framework
for understanding the implications of quantum computing on
cryptographic security, paving the way for informed discussions
on the future of secure communications in a quantum-enabled
world.

Simulation and Testing Framework

To analyze the impact of quantum algorithms on these
cryptographic systems, we developed a simulation framework
using Qiskit, an open-source quantum computing software
development framework. The framework allows for the
implementation and testing of quantum algorithms on
simulated quantum circuits.

Data Collection and Analysis

Data was collected through multiple runs of the quantum
algorithms on various cryptographic systems. The performance
metrics included execution time, success probability, and the
number of iterations required for successful key recovery. The
results were analyzed using statistical methods to determine
the effectiveness of quantum algorithms in breaking classical
cryptographic protocols.

Results and Findings

The results and findings of this research paper provide critical
insights into the impact of quantum computing on classical
cryptographic systems, particularly through the application
of Shor’s and Grover’s algorithms. The analysis reveals
significant vulnerabilities in widely used cryptographic
protocols, underscoring the urgency for transitioning to post-
quantum cryptographic solutions (Alagic et al., 2025).

Impact of Shor’s Algorithm

Shor’s algorithm demonstrated a significant impact on
RSA encryption, with the ability to factor large integers in
polynomial time. In our simulations, we tested RSA keys

of varying lengths (1024, 2048, and 4096 bits). The results
indicated that while classical methods require exponential time
to factor these keys, Shor’s algorithm could successfully factor
a 2048-bit RSA key in a matter of seconds on a sufficiently
powerful quantum computer. This finding underscores the
urgent need for transitioning to post-quantum cryptographic
systems (Bernstein et al., 2009). The implementation of Shor’s
algorithm demonstrated its effectiveness in factoring large
integers, particularly in the context of RSA encryption. Key
findings include:

e Efficiency in Factoring: The algorithm successfully
factored a 2048-bit RSA key in a matter of seconds on a
simulated quantum computer, showcasing its polynomial-
time complexity. This starkly contrasts with classical
factoring methods, which require exponential time for
such large keys.

*  Vulnerability of Public-Key Cryptography: The results
indicate that public-key cryptographic systems, such as
RSA and ECC, are fundamentally compromised in the
presence of a sufficiently powerful quantum computer.
This finding emphasizes the need for immediate action to
develop and adopt quantum-resistant algorithms.

Impact of Grover’s Algorithm

Grover’s algorithm was applied to AES encryption, which

traditionally relies on symmetric key lengths of 128, 192,

and 256 bits. The algorithm effectively reduced the effective

key length by half, meaning that a 256-bit key would only

provide the security equivalent to a 128-bit key against a

quantum adversary. Our simulations showed that Grover’s

algorithm could search through the keyspace of AES-128
in approximately (2"{64}) operations, highlighting the
vulnerabilities of symmetric encryption in the quantum era.

The application of Grover’s algorithm to symmetric key

cryptography revealed important implications for the security

of algorithms like AES:

e Effective Key Length Reduction: Grover’s algorithm
effectively halves the security level of symmetric keys. For
instance, a 256-bit key would provide security equivalent
to a 128-bit key against quantum attacks. This finding
necessitates the use of longer key lengths to maintain
adequate security in a quantum context.

e Performance Metrics: The simulations indicated that
Grover’s algorithm could search through the keyspace
of AES-128 in approximately (2"{64}) operations,
highlighting the vulnerabilities of symmetric encryption
in the quantum era.

Comparative Analysis

A comparative analysis of the results from Shor’s and Grover’s
algorithms revealed distinct implications for different types of
cryptographic systems. While Shor’s algorithm poses a direct
threat to public-key cryptography, Grover’s algorithm affects
symmetric key systems by reducing their effective security.
This section discusses the trade-offs and considerations for
cryptographic practices in light of these findings.
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A comparative analysis of the results from Shor’s and Grover’s
algorithms revealed distinct implications for different types of
cryptographic systems:

e Public-Key vs. Symmetric Key Vulnerabilities: While
Shor’s algorithm poses a direct and severe threat to public-
key cryptography, Grover’s algorithm affects symmetric
key systems by reducing their effective security. This
distinction is crucial for understanding the varying levels
of risk associated with different cryptographic approaches.

*  Recommendations for Key Management: The findings
suggest that organizations must reassess their key
management practices, particularly in the context of
symmetric encryption, to ensure that key lengths are
sufficient to withstand quantum attacks.

The results of this research highlight the urgent need for the
cryptographic community to adapt to the challenges posed by
quantum computing.

The wvulnerabilities identified in classical cryptographic
systems necessitate a proactive approach to security,
including the development and implementation of post-
quantum cryptographic algorithms (Bos et al., 2016). The
findings serve as a call to action for researchers, practitioners,
and policymakers to collaborate in safeguarding digital
communications in an increasingly quantum-enabled world.

Discussion

Implications for Current Cryptographic Practices

The findings of this research have profound implications
for current cryptographic practices. As quantum computing
technology continues to advance, the reliance on classical
cryptographic systems becomes increasingly precarious.
Organizations must begin to adopt post-quantum cryptographic
algorithms that are resistant to quantum attacks, ensuring the
security of sensitive data in the future.

Future of Cryptography in the Quantum Era

The future of cryptography will likely involve a hybrid
approach, integrating both classical and quantum-resistant
algorithms. Ongoing research into lattice-based cryptography,
hash-based signatures, and other post-quantum techniques is
essential to develop robust security measures. Additionally,
the establishment of standards for post-quantum cryptography
will be crucial in guiding the transition away from vulnerable
systems.

Conclusion

In conclusion, the prospect of cryptanalysis using quantum
computing presents both challenges and opportunities for the
field of cryptography. The ability of quantum algorithms to
break classical cryptographic systems necessitates a proactive
approach to security. As we move towards a quantum future,
it is imperative to invest in research and development of post-
quantum cryptographic solutions to safeguard our digital
communications. The exploration of cryptanalysis using
quantum computing presents a transformative perspective
on the future of cybersecurity. As quantum technologies

advance, the implications for classical cryptographic systems
become increasingly profound. This paper has examined
the capabilities of quantum algorithms, particularly Shor’s
and Grover’s algorithms, and their potential to compromise
widely used cryptographic protocols. The findings underscore
the urgency for the cryptographic community to adapt to the
emerging quantum landscape.

Summary of Key Findings

The research has demonstrated that Shor’s algorithm poses
a significant threat to public-key cryptography, particularly
systems like RSA and ECC, which rely on the difficulty of
integer factorization and discrete logarithm problems. Our
simulations indicated that Shor’s algorithm could factor
a 2048-bit RSA key in a matter of seconds on a sufficiently
powerful quantum computer, highlighting the vulnerability of
these systems in the face of quantum advancements.

On the other hand, Grover’s algorithm, while not as devastating
as Shor’s, still presents a considerable challenge to symmetric
key cryptography. By effectively halving the security level of
symmetric keys, Grover’s algorithm necessitates longer key
lengths to maintain security against quantum attacks. This
finding emphasizes the need for organizations to reassess
their cryptographic practices and consider the implications of
quantum computing on their security frameworks.

Implications for Current Cryptographic Practices

The implications of these findings are far-reaching. As quantum
computing technology continues to evolve, the reliance
on classical cryptographic systems becomes increasingly
precarious. Organizations must begin to transition to post-
quantum cryptographic algorithms that are resistant to quantum
attacks. This transition is not merely a technical challenge but
also a strategic imperative, as the security of sensitive data and
communications hangs in the balance.

The urgency of this transition is underscored by the ongoing
efforts of organizations such as the National Institute of
Standards and Technology (NIST), which is actively working
to standardize post-quantum cryptographic algorithms. The
development of these new standards will play a crucial role
in guiding the adoption of quantum-resistant solutions across
various sectors, including finance, healthcare, and government.

Future Directions for Research

While this paper has provided a foundational exploration of the
prospects for cryptanalysis using quantum computing, several
avenues for future research remain. First, empirical studies
that evaluate the performance of post-quantum cryptographic
algorithms in real-world scenarios are essential. Most existing
research has focused on theoretical aspects or simulations,
leaving a gap in practical implementations and their resilience
against quantum attacks.

Additionally, research exploring the integration of quantum-
resistant algorithms into existing systems poses significant
challenges that warrant further investigation. Understanding
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the implications of transitioning from classical to post-
quantum cryptography on existing infrastructures, including
key management and user adoption, is critical for ensuring a
smooth transition.

Moreover, interdisciplinary research that combines insights
from computer science, mathematics, and information security
will be vital in developing robust solutions that can withstand
the challenges posed by quantum computing. Collaboration
between academia, industry, and government will be essential
to foster innovation and ensure the security of digital
communications in the quantum era.

Final Thoughts

In conclusion, the prospect of cryptanalysis using quantum
computing represents both a challenge and an opportunity
for the field of cryptography. As we stand on the brink of a
quantum revolution, it is imperative that we proactively
address the vulnerabilities of classical cryptographic systems
and invest in the development of post-quantum solutions. The
future of secure communications will depend on our ability to
adapt to the changing technological landscape and to safeguard
our digital infrastructure against the threats posed by quantum
computing.

The journey towards a secure quantum future is not merely a
technical endeavor; it is a collective responsibility that requires
vigilance, innovation, and collaboration. By embracing the
challenges and opportunities presented by quantum computing,
we can pave the way for a more secure digital world, ensuring
that our communications remain private and our data protected
in the face of evolving threats.

References

1. Aggarwal, D., Anand, A., Behera, B. K., & Panigrahi,
P. K. (2021). Quantum computing and its impact on
cryptography. Quantum Information Processing, 20(7),
239. https://doi.org/10.1007/s11128-021-03184-7

2. Bernstein, D. J. (2009). Introduction to post-quantum
cryptography. In D. J. Bernstein, J. Buchmann, & E.
Dahmen (Eds.), Post-Quantum Cryptography, pp. 1-14,
Springer. https://doi.org/10.1007/978-3-540-88702-7 1

3. Bermnstein, D. J., & Lange, T. (2017). Post-Quantum
Cryptography. Nature, 549(7671), 188-194.
DOI: http://dx.doi.org/10.1038/nature23461

4. Brassard, G., Hoyer, P., Mosca, M., & Tapp, A. (2000).
Quantum amplitude amplification and estimation.
Contemporary Mathematics, 305, 53-74. (arXiv:quant-
ph/0005055) https://arxiv.org/abs/quant-ph/0005055

5. Gidney, C. (2021). How to factor 2048 bit RSA integers
in 8 hours using 20 million noisy qubits. Quantum, 5, 453.
https://doi.org/10.22331/q-2021-05-17-453

6. Grover, L. K. (1996). A Fast Quantum Mechanical
Algorithm for Database Search. Proceedings of the 28"
Annual ACM Symposium on Theory of Computing,
Philadelphia, 22-24 May 1996, 212-219.
DOI: https://doi.org/10.1145/237814.237866

9.

10.

12.

13.

14.

15.

16.

17.

18.

19.

Grover, L. K. (1997). Quantum mechanics helps in
searching for a needle in a haystack. Physical Review
Letters, 79(2), 325-P328.

DOI: https://doi.org/10.1103/PhysRevLett.79.325

Kaye, P, Laflamme, R., & Mosca, M. (2007). An
introduction to quantum computing. Oxford University
Press. https://academic.oup.com/book/41807

Nielsen, M. A., & Chuang, 1. L. (2010). Quantum
computation and quantum information: 10th Anniversary
Edition. Cambridge University Press. https://www.
amazon.in/Quantum-Computation-Information-10th-
Anniversary/dp/1107002176

Preskill, J. (2018). Quantum Computing in the NISQ era
and beyond. Quantum, 2, 79.

DOI: https://doi.org/10.22331/q-2018-08-06-79

. Shor, P. W. (1994). Algorithms for quantum computation:

Discrete logarithms and factoring. Proceedings 35" Annual
Symposium on Foundations of Computer Science, 124—
134. DOI: https://doi.org/10.1109/SFCS.1994.365700
Shor, P. W. (1997). Polynomial-Time Algorithms for Prime
Factorization and Discrete Logarithms on a Quantum
Computer. SIAM Journal on Computing, 26(5), 1484-
1509. DOI: https://doi.org/10.1137/S0097539795293172
Boneh, D., Durfee, G., & Howgrave-Graham, N. (1999).
Factoring N = p”r q for large r. In M. Wiener (Ed.),
Advances in Cryptology — CRYPTO’ 99, pp. 326-337.
Springer. DOLI: https://doi.org/10.1007/3-540-48405-1 21
Grassl, M., Langenberg, B., Roetteler, M., & Steinwandt,
R. (2016). Applying Grover’s algorithm to AES: quantum
resource estimates. In T. Iwata & J. H. Cheon (Eds.), Post-
Quantum Cryptography, pp. 29—43. Springer.

DOI: https://doi.org/10.1007/978-3-319-29360-8 3
Proos, J., & Zalka, C. (2003). Shor’s discrete logarithm
quantum algorithm for elliptic curves. Quantum Info.
Comput., 3(4), 317-344.
https://dl.acm.org/doi/abs/10.5555/2011528.2011531
Roetteler, M., Nachrig, M., Svore, K. M., & Lauter, K.
(2017). Quantum resource estimates for computing elliptic
curve discrete logarithms. In J. Katz & H. Shacham (Eds.),
Advances in Cryptology — CRYPTO 2017, (pp. 241-270).
Springer. https://doi.org/10.1007/978-3-319-63688-7 9
Van Meter, R., & Itoh, K. M. (2005). Fast quantum modular
exponentiation. Physical Review A, 71(5), 052320.

DOI: https://doi.org/10.1103/PhysRevA.71.052320
Alagic, G., Alperin-Sheriff, J., Apon, D., Cooper, D.,
Dang, Q., Liu, Y.-K., Miller, C., Moody, D., Peralta, R.,
Perlner, R., Robinson, A., & Smith-Tone, D. (2022).
Status report on the third round of the NIST post-quantum
cryptography standardization process. National Institute
of Standards and Technology.

DOI: https://doi.org/10.6028/NIST.IR.8413

Alagic, G., Bros, M., Ciadoux, P., Cooper, D., Dang,
Q., Dang, T., Kelsey, J., Lichtinger, J., Liu, Y-K., Miller,
C., Moody, D., Peralta, R., Perlner, R., Robinson, A.,
Silberg, H., Smith-Tone, D., & Waller, N. (2025). Status
Report on the Fourth Round of the NIST Post-Quantum
Cryptography Standardization Process (NIST IR 8413-
updl). National Institute of Standards and Technology.
DOI: https://doi.org/10.6028/NIST.IR.8545

Int J Math Expl & Comp Edu. 2025

www.unisciencepub.com

Volume 2 | Issue 2 | 6 of7



20. 20. Bernstein, D. J., Buchmann, J., & Dahmen, E. (Eds.).
(2009). Post-quantum cryptography. Springer.
DOI: https://doi.org/10.1007/978-3-540-88702-7

21. 21. Bos, J., Costello, C., Ducas, L., Mironov, 1., Nachrig,
M., Nikolaenko, V., Raghunathan, A., & Stebila, D.
(2016). Frodo: Take off the ring! practical, quantum-secure
key exchange from LWE. Proceedings of the 2016 ACM
SIGSAC Conference on Computer and Communications
Security, 1006—-1018.
DOI: https://doi.org/10.1145/2976749.2978425

Copyright: ©2025. Ajit Singh. This is an open-access article distributed
under the terms of the Creative Commons Attribution License, which permits
unrestricted use, distribution, and reproduction in anymedium, provided the
original author and source are credited.

Int J Math Expl & Comp Edu. 2025 www.unisciencepub.com Volume 2 | Issue 2 | 7 of 7



