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Abstract

Africa’s rapid digital transformation has created new opportunities for economic growth while simultaneously
increasing exposure to cybersecurity threats. Despite growing demand, the continent faces a persistent shortage
of skilled cybersecurity professionals, driven not only by limited training infrastructure but also by recruitment
systems that overemphasize academic credentials rather than psychological predictors of job performance.

This study examines the predictive validity of cognitive ability and personality assessments for cybersecurity job
performance, retention, and labor market trends in Africa. A mixed-methods design based on secondary data anal-
ysis integrates findings from empirical studies, workforce reports, and policy documents.

The results indicate a strong relationship between cognitive ability and task performance, while personality
traits—particularly conscientiousness and emotional stability—play a critical role in teamwork, stress tolerance,
and retention. Furthermore, integrated assessment models outperform single-method approaches by improving
predictive accuracy across both individual and organizational outcomes.

These findings challenge traditional hiring practices and support the adoption of psychologically grounded talent
identification frameworks. The study contributes to the cybersecurity workforce literature by extending established
psychological theories to an under-researched regional context and offers practical implications for policymakers
and organizations seeking to address Africa’s cybersecurity skills gap.

Keywords: Cybersecurity Workforce, Cognitive Ability, Personality Traits, Talent Development, Africa, Psychological
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Introduction

Africa’s ongoing digital transformation has created significant
opportunities for economic development while simultaneously
increasing vulnerability to cyber threats (De Kock, 2018).
As governments and organizations expand their reliance on
digital systems across sectors such as finance, governance, and
critical infrastructure, the demand for skilled cybersecurity
professionals has grown rapidly. However, the continent
continues to face a substantial workforce shortage driven by
structural constraints, including limited training capacity,
high certification costs, and misalignment between education
systems and labor market needs (Dreibelbis et al., 2018).

Traditional recruitment practices in cybersecurity frequently
prioritize  academic  qualifications and  professional
certifications. While these credentials provide evidence of
technical knowledge, they often fail to capture the broader
cognitive and behavioral capabilities required for effective job
performance. Research in industrial-organizational psychology
demonstrates that cognitive ability and personality traits are
among the most reliable predictors of performance across
complex occupations (Schmidt & Hunter, 1998).

In cybersecurity contexts, cognitive ability supports analytical
reasoning, problem-solving, and decision-making under
uncertainty. At the same time, personality traits—particularly
conscientiousness and emotional stability—play a critical
role in teamwork, adaptability, and performance under
pressure (Dawson & Thomson, 2018; Jose et al., 2016).
These competencies are especially relevant in high-stakes
cybersecurity environments, where professionals must respond
quickly to evolving threats.

Despite this evidence, the application of cognitive and
personality assessments in Africa’s cybersecurity workforce
development remains limited. Existing hiring systems continue
to rely heavily on formal qualifications, potentially excluding
capable individuals from non-traditional backgrounds.

This study addresses this gap by examining whether cognitive
ability and personality assessments can improve cybersecurity
job performance prediction, retention, and specialization
trends in Africa. The study tests four hypotheses:

J Psychol Neurosci; 2026

www.unisciencepub.com

Volume 8 | Issue 3|1 of 6



e HI1 : Cognitive ability predicts cybersecurity task
performance

*  H2 :Personality traits provide additional predictive value
beyond cognitive ability

e H3 : Integrated assessment models outperform single-
method approaches

* H4 : Integrated models better explain workforce trends

This research contributes to the literature in three key ways.
First, it extends industrial-organizational psychology theories
to an underexplored regional context. Second, it challenges
traditional credential-based hiring practices by emphasizing
psychological predictors of performance. Third, it provides
practical insights for policymakers and organizations seeking
to strengthen cybersecurity workforce development in Africa.

Literature Review Enhanced

Psychological assessment and cybersecurity workforce
development are increasingly interconnected as organizations
seek more effective ways to identify and retain talent. Cognitive
ability has consistently demonstrated strong predictive validity
for job performance, particularly in roles requiring complex
problem-solving and analytical reasoning (Schmidt & Hunter,
1998).

Cybersecurity roles require professionals to process large
volumes of information, anticipate threats, and respond to
rapidly changing environments. As a result, cognitive ability
is especially critical in this field (Dawson & Thomson,
2018). Different cybersecurity specializations impose varying
cognitive demands, with roles such as penetration testing and
threat analysis requiring higher levels of fluid intelligence
compared to routine administrative functions (Campbell et al.,
2016).

Personality traits provide complementary insights into job
performance by capturing behavioral and motivational
factors. The Big Five personality framework has been widely
used to assess these traits. Conscientiousness is associated
with reliability and adherence to security protocols, while
emotional stability supports performance in high-pressure
situations (Mehari, 2022). Openness to experience contributes
to creativity and adaptability, particularly in roles involving
innovation and problem-solving (Jose et al., 2016).

In the African context, structural barriers such as limited
access to cybersecurity education and certification programs
may exclude capable individuals from entering the workforce
(Moore, 2025). This challenge reflects broader global concerns
about diversity and inclusion in cybersecurity, where traditional
hiring practices often overlook talent from non-traditional
backgrounds.

Some studies suggest that aptitude-based assessment methods
may offer a more equitable approach to talent identification.
However, empirical validation of these methods in African
contexts remains limited. This study builds on existing research
by examining the combined predictive power of cognitive

and personality assessments within Africa’s cybersecurity
workforce.

Methodology

Research Design

This study adopts a quantitative-dominant secondary data
research design supplemented by qualitative document
analysis. This approach aligns with established methodologies
for synthesizing findings across multiple sources and enables
the integration of both statistical and contextual insights
(Panchenko & Samovilova, 2020).

Data Sources

Data were systematically collected from five categories of

sources:

e Peer-reviewed empirical studies in industrial psychology

e African cybersecurity workforce reports

*  Global cybersecurity skills gap assessments

*  Meta-analyses on cognitive ability and job performance

e Policy documents from national and regional cybersecurity
agencies

Only sources containing measurable outcomes related
to cognitive ability, personality traits, or cybersecurity
performance were included.

Variable Operationalization

Cognitive ability was measured using standardized assessments
such as Raven’s Progressive Matrices and the Wonderlic
Personnel Test. Personality traits were assessed using the
Big Five framework, including conscientiousness, emotional
stability, openness, extraversion, and agreeableness.

Cybersecurity performance was evaluated using both
objective measures (e.g., incident response time) and
subjective evaluations (e.g., supervisor ratings). Retention and
specialization were also analyzed as key workforce outcomes.

Analytical Procedures

The analysis followed a multi-stage process. First, descriptive
statistics were used to examine the distribution of cognitive
and personality traits across roles. Second, meta-analytic
techniques were applied to estimate relationships between
variables (Borenstein et al., 2021).

Third, regression analysis was used to test the incremental
predictive value of combined cognitive and personality models.
Finally, qualitative thematic analysis was conducted to identify
patterns in workforce development strategies.

Results

The results provide important insights into how cognitive
ability and personality assessments predict cybersecurity
talent development in Africa, covering both individual
performance and broader workforce patterns. The analysis
reveals consistent relationships between psychological factors
and job outcomes, while comparative models highlight
the advantages of integrated assessment approaches over
traditional qualification-based systems.
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Cybersecurity Talent Shortages in Africa

Secondary data analysis reveals persistent and systemic
cybersecurity talent shortages across African countries,
particularly in roles requiring high levels of cognitive ability,
such as incident response and threat analysis (Crumpler &
Lewis, 2022).

Regional workforce reports indicate vacancy rates exceeding
60% for specialized cybersecurity roles in sectors such as
financial services and critical infrastructure, compared to
global averages of approximately 35-40%. This disparity
reflects structural challenges, including limited educational
infrastructure, with only a small proportion of African
institutions offering specialized cybersecurity programs (Pirta-
Dreimane et al., 2022).

The skills gap varies significantly across cybersecurity roles.
Highly analytical positions—such as penetration testers and
security architects—are substantially more difficult to fill
than compliance-oriented roles. This trend aligns with global
patterns but is more pronounced in Africa due to limited access
to advanced training opportunities (De Jager et al., 2023).

Geographical disparities further exacerbate workforce
shortages. A large proportion of cybersecurity professionals
are concentrated in a few countries, including South Africa,
Kenya, and Nigeria, leaving many regions underserved
(Muller, 2015). Additionally, talent migration contributes
to workforce depletion, as skilled professionals often seek
opportunities in international markets offering significantly
higher compensation.

Traditional hiring practices contribute to these shortages by
imposing strict credential requirements. Evidence shows that
a substantial proportion of cybersecurity professionals enter
the field through non-traditional pathways, yet job postings
continue to emphasize formal degrees and certifications
(Kruger et al., 2022). This reliance on credentials may exclude
capable candidates, particularly in resource-constrained
environments.

Overall, these findings highlight the need for alternative talent
identification approaches that expand the candidate pool while
maintaining performance standards.

Cognitive Ability and Cybersecurity Performance

The results demonstrate a strong and consistent relationship
between cognitive ability and cybersecurity job performance,
supporting Hypothesis 1. Meta-analytic findings indicate a
substantial positive correlation between general cognitive
ability and overall performance in cybersecurity roles (Schmidt
& Hunter, 1998).

The predictive strength of cognitive ability varies across job
types. Roles requiring complex problem-solving—such as
threat analysis and penetration testing—show the strongest
associations, while more routine roles exhibit moderate
relationships. This pattern reflects differences in cognitive
demands across cybersecurity tasks (Cole et al., 2025).

At the task level, cognitive ability is most strongly associated
with technical performance outcomes, including vulnerability
detection and code analysis. It also contributes to procedural
accuracy and documentation quality, although to a lesser
extent.

The analysis also identifies threshold effects. Extremely high
levels of cognitive ability provide diminishing returns, while
very low levels significantly reduce performance outcomes
(Brown et al., 2021). This suggests that organizations should
focus on identifying candidates within an optimal ability range
rather than exclusively targeting top scorers.

Importantly, cognitive ability demonstrates strong predictive
validity across cultural contexts. African data show similar
patterns to global findings, indicating that cognitive assessments
remain effective predictors of performance despite differences
in educational systems (Ardila, 2005).

In practical terms, higher cognitive ability is associated with
faster problem resolution, improved decision-making, and
enhanced productivity. These findings reinforce the importance
of incorporating cognitive assessments into cybersecurity
recruitment processes.

Personality Traits and Workforce Outcomes

The analysis confirms that personality traits provide additional
predictive value beyond cognitive ability, supporting
Hypothesis 2. Personality variables significantly contribute to
outcomes such as teamwork, stress tolerance, and employee
retention (Shappie et al., 2020).

Among the Big Five traits, conscientiousness emerges
as a strong predictor of performance. Individuals high in
conscientiousness demonstrate greater reliability, adherence to
security protocols, and overall task completion.

Emotional stability is particularly important in high-pressure
environments. Cybersecurity professionals often operate under
stressful conditions, and individuals with higher emotional
stability are better able to manage workload demands and
avoid burnout (Singh, 2021).

Other traits show more context-dependent effects. Extraversion
is associated with leadership and team coordination, while
agreeableness supports collaboration across organizational
units. Openness to experience contributes to adaptability and
innovation but may vary depending on role requirements.

The findings also highlight cultural considerations. Personality
profiles in African contexts may differ from global averages
due to variations in work environments and social norms.
This suggests that assessment tools should be adapted to local
contexts to improve accuracy and fairness (van de Vijver &
van Hemert, 2008).

Overall, personality assessments enhance the ability to predict
long-term workforce outcomes, particularly retention and team
effectiveness.
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Integrated Assessment Models

The results show that integrated cognitive-personality models
outperform single-method approaches, supporting Hypothesis
3. Combined models provide significantly higher predictive
accuracy for cybersecurity performance compared to cognitive-
only or personality-only approaches (Day & Silverman, 1989).

Regression analyses indicate that personality traits contribute
additional explanatory power beyond cognitive ability, while
cognitive ability remains the strongest predictor of technical
performance. This demonstrates that the two constructs are
complementary rather than redundant.

The benefits of integrated models are particularly evident in
roles requiring both technical expertise and collaboration,
such as security operations center analysts. In these roles,
combined assessments capture both analytical capability and
interpersonal effectiveness.

In African contexts, integrated models show even greater
advantages compared to global benchmarks. This may be
due to broader role responsibilities and resource constraints,
which require professionals to demonstrate both technical and
behavioral adaptability.

From a practical perspective, organizations using integrated
assessments report improved hiring outcomes, including better
performance and lower turnover. These findings support the
adoption of multi-dimensional evaluation frameworks in
cybersecurity recruitment.

Workforce Trends and Strategic Implications

Integrated assessment frameworks also provide valuable
insights into broader workforce trends, supporting Hypothesis
4. Individuals whose cognitive and personality profiles align
with job requirements demonstrate higher retention rates and
faster career progression (Kakar et al., 2023).

The analysis reveals that well-matched candidates are more
likely to remain in cybersecurity roles and achieve higher
levels of job satisfaction. In contrast, mismatches between
individual traits and role demands increase the likelihood of
turnover and role changes.

Migration patterns further highlight the importance of talent
identification. Highly skilled individuals are more likely
to seek international opportunities, contributing to local
workforce shortages. Assessment data can help organizations
identify and retain high-potential employees before they exit
the labor market.

The findings also suggest that integrated assessments can
improve diversity and inclusion. By focusing on capability
rather than credentials, organizations can identify talent from
underrepresented groups without compromising performance
standards.

At the policy level, these results support the development
of assessment-based workforce strategies. Governments

and institutions can use these frameworks to improve talent
pipelines, align training programs with labor market needs,
and strengthen national cybersecurity capacity.

Excellent—now we move into the final high-value sections
that determine whether your paper gets accepted: Discussion
and Conclusion. These sections are where many papers fail,
so I’ve upgraded yours to international journal standard, while
preserving your original meaning and findings.

Discussion

The findings of this study provide strong empirical support for
the integration of cognitive ability and personality assessments
in cybersecurity talent development, particularly within the
African context. The results confirm that cognitive ability is
a robust predictor of technical performance, while personality
traits significantly influence behavioral outcomes such as
teamwork, stress tolerance, and retention.

These findings are consistent with established research
in industrial-organizational psychology, which identifies
cognitive ability as one of the most reliable predictors of job
performance across complex roles (Schmidt & Hunter, 1998).
In cybersecurity environments—characterized by uncertainty,
time pressure, and rapidly evolving threats—this relationship
becomes even more pronounced. The ability to analyze complex
information, identify vulnerabilities, and respond effectively to
incidents is fundamentally dependent on cognitive capacity.

At the same time, the study demonstrates that personality traits
provide meaningful incremental validity beyond cognitive
ability. Traits such as conscientiousness and emotional stability
contribute to performance in ways that cognitive measures
alone cannot capture. This supports prior research suggesting
that job performance is multidimensional, encompassing both
technical competence and behavioral effectiveness (Day &
Silverman, 1989).

A key contribution of this study lies in its validation of
integrated assessment models, which combine cognitive and
personality measures. The findings show that these models
outperform traditional hiring approaches that rely primarily
on academic credentials. This has important implications for
cybersecurity workforce development in Africa, where access
to formal education and certification pathways is often limited.

The reliance on credential-based hiring systems may
unintentionally exclude capable individuals from non-
traditional backgrounds. By contrast, assessment-based
approaches focus on underlying potential rather than formal
qualifications, offering a more inclusive and effective strategy
for talent identification. This is particularly relevant in African
labor markets, where informal learning pathways and practical
experience play a significant role in skill development.

The study also highlights important workforce trends.
Individuals whose cognitive and personality profiles align with
job requirements are more likely to remain in cybersecurity
roles and demonstrate higher levels of performance. This

J Psychol Neurosci; 2026

www.unisciencepub.com

Volume 8 | Issue 3 | 4 of 6



aligns with person—job fit theory, which emphasizes the
importance of matching individual characteristics with job
demands to improve outcomes such as satisfaction, retention,
and productivity (Kakar et al., 2023).

Fromapolicy perspective, the findings suggest that governments
and institutions should move beyond traditional education-
based approaches and adopt more flexible, assessment-driven
talent development strategies. Such approaches can help
address workforce shortages while also promoting diversity
and inclusion.

Theoretical Implications

This study extends existing theories in industrial-organizational
psychology by applying them to an under-researched regional
context. While the predictive validity of cognitive ability
and personality traits has been widely established in Western
settings, empirical evidence from Africa remains limited.

By demonstrating that these relationships hold in African
cybersecurity contexts, the study supports the cross-cultural
applicability of psychological assessment frameworks. At the
same time, it highlights the need for culturally adapted tools to
ensure fairness and accuracy in diverse environments (van de
Vijver & van Hemert, 2008).

Practical Implications

The findings offer several

organizations and policymakers:

e Recruitment: Organizations should incorporate cognitive
and personality assessments into hiring processes to
improve candidate selection.

e Training and development: Assessment results can be used
to design targeted training programs that address specific
skill gaps.

*  Retention strategies: Understanding personality traits
can help organizations develop interventions to reduce
burnout and improve job satisfaction.

e Policy design: Governments can use assessment-
based frameworks to strengthen national cybersecurity
workforce strategies.

practical implications for

These applications are particularly important in resource-
constrained environments, where efficient talent utilization is
critical.

Limitations and Future Research

Despiteits contributions, this study has several limitations. First,
the reliance on secondary data may limit the ability to capture
context-specific nuances. Second, variations in measurement
tools across studies may introduce inconsistencies in the data.

Future research should focus on primary data collection
within African cybersecurity organizations to validate these
findings further. Longitudinal studies would also be valuable
in examining how cognitive and personality factors influence
career progression over time.

Additionally, there is a need to develop culturally adapted
assessment tools that reflect the diversity of African labor
markets.

Conclusion

This study confirms that evaluations of cognitive ability and
personality traits provide strong predictive power for identifying
cybersecurity talent in Africa, addressing critical workforce
shortages through empirically supported methods. The
findings demonstrate that integrated assessment frameworks
outperform traditional qualification-based approaches by
capturing both technical capability and behavioral alignment.

By applying psychological assessment models to an under-
researched regional context, this study contributes to the
cybersecurity workforce literature while challenging the
dominant reliance on credential-based hiring systems. The
results suggest that more inclusive and effective talent
identification strategies can be achieved by focusing on
underlying capabilities rather than formal qualifications.

The implications of these findings are particularly significant
for Africa’s rapidly evolving digital landscape. As cybersecurity
threats continue to increase, the ability to identify, develop,
and retain skilled professionals will be critical for economic
stability and national security.

Future research should explore longitudinal career trajectories
of assessment-selected professionals and develop culturally
adapted tools for diverse African contexts.

Overall, the integration of cognitive and personality
assessments presents a transformative opportunity to
strengthen cybersecurity workforce development across
Africa, balancing rigorous selection standards with broader
access to opportunities.
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